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Quality of Deployment in Surveillance Wireless Sensor
Networks
Ertan Onur,1 Cem Ersoy,1 and Hakan Deliç2

When wireless sensors are used to keep an area under surveillance, a critical issue is the quality
of the deployment from the sensing coverage viewpoint. In this paper, we propose several
quality measures, which indicate if the deployment provides suﬃcient coverage, or whether
redeployment is required or not. The terrain is modeled as a grid and the placement of the
sensors is uniformly distributed. Neyman–Pearson detection is utilized to determine the eﬀects
of false-alarm and signal characteristics on the measures.
KEY WORDS: Surveillance; wireless sensor networks; deployment quality.

redundant sensor deployment is preferred to ensure
robustness. A probabilistic approach is presented for
determining the number of sensors necessary to
operate at a desired probability of detection with
and without considering the sensor correlations in [4]
and [9], respectively.
Obstacles in the ﬁeld have a signiﬁcant impact on
the sensing performance. In [10], a ﬁeld model that
includes obstacles is proposed, where the deployed
sensors have various randomly distributed sensing
ranges and are mobile to recover from the individual
node failures. Sensing coverage is generally calculated
by using a grid-based ﬁeld model [7].
In this paper, we analyze the quality of deployment in surveillance WSNs. To that end, the ﬁeld and
sensor models are outlined in the next section. Various
deployment quality measures are introduced in Section 3. Along with the maximum detection probability
on the weakest breach path deﬁned in [4], we propose
three measures to analyze the poorly detected areas.
Numerical comparisons are presented in Section 4.
Finally, conclusions are drawn in Section 5.

1. INTRODUCTION
When analyzing the service quality of a wireless
sensor network (WSN), a uniﬁed approach is necessary
because of the various distinct types of sensors that may
be collaborating. Considering the surveillance applications, if the goal is to detect unauthorized access to a
secured region, the probability of intrusion detection is a
plausible performance measure for sensors of the
acoustic or the sonar kind, for instance. A commonly
employed model assumes binary detection, where the
target is detected if it is closer than a threshold distance,
and it goes unnoticed otherwise [1, 2]. In contrast,
Neyman–Pearson detection (NPD) [3, 4] and Elfes’s
model [5] have the detection probabilities as a function
of the sensor-to-target distance. In this paper, we utilize
Neyman–Pearson detector, which maximizes the detection probability under the constraint of a prespeciﬁed
false alarm requirement, which is a signiﬁcant issue in
WSNs [6].
The positions of the sensors inﬂuence the sensing coverage [7, 8]. In general, dense and highly
1
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2. THE FIELD AND SENSOR MODELS
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The ﬁeld is modeled as an N · M grid and two
auxiliary nodes are added to represent the start and
the destination nodes. The aim of the target is to
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Fig. 1. A sample ﬁeld model.

breach through the ﬁeld from the start node which
lies in the insecure side to the destination node at the
secure side. Each grid point (excluding start and
destination nodes) is connected to the other grid
points which are either one-hop away or crossdiagonal. The start node is connected to all of the
initial horizontal grid points of the ﬁeld. All of
the ﬁnal horizontal grid points are connected to the
destination node. Otherwise, the two grid points are
not connected. The ﬁeld model is enlarged with the
boundary regions on both the left and the right sides
because if the sensor is deployed close to these sides,
truncation will mislead the results. A sample ﬁeld
model is shown in Figure 1.
The decision rule that maximizes the detection
probability subject to a maximum allowable false
alarm rate a is given through Neyman–Pearson
optimization [3]. Two hypotheses that represent the
presence and absence of a target are formed, and the
likelihood ratio of the respective probability density
functions are computed and compared against a
threshold which is set so that the false alarm
constraint is satisﬁed. Suppose that passive signal
reception takes place in the presence of additive white
Gaussian noise (AWGN) with zero mean and variance r2n , as well as path-loss with exponent g. Each
breach decision is made after processing a snapshot
of L data samples. Suppose that the sensor-to-target
distance remains about constant throughout the
snapshot. Then, given the Neyman–Pearson detector
with false alarm rate a, the detection probability of a
target at grid point (i, j) by sensor k is
qﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ 

pijk ¼ 1  U U1 ð1  aÞ  cLdg
ð1Þ
ijk ;
where F (x) is the cumulative distribution function of
the zero-mean, unit-variance Gaussian random variable
at point x, and dijk is the Euclidean distance between the
grid point (i, j) and sensor node k [4]. Note that
c¼

Aw
r2n

ð2Þ

controls the signal-to-noise ratio (SNR), where the
signal is emitted from the target with power w, and A

accounts for factors such as the transmission frequency and propagation losses.
The self-organizing nature of the WSNs eases the
deployment process. Depending on the deployment
style, the coordinates of the sensor locations may
follow a distribution such as the Gaussian. For
example, if the sensor nodes are dropped from an
aircraft that ﬂies over the middle of the ﬁeld, then
most of the sensors will fall somewhere close to the
middle, and a few will end up far away. Considering
the surveillance applications, the geographical properties of the ﬁeld, such as the altitude, may affect the
deployment, as well. If the ﬁeld is a narrow canyon,
the bottom locations will be occupied by more
sensors. These problems require three-dimensional
ﬁeld models and analysis of non-uniform deployment. In this paper, the coordinates of the sensor
positions are assumed to be drawn from independent
uniform distributions so that there is no bias in any
direction.
The sensor observations are generally correlated
because the same grid point might be monitored by
multiple sensors. Therefore, the network’s probability
of detection of a target on grid point (i, j), which is
denoted by pij, is equivalent to the detection probability of the closest sensor to that grid point [9]. Then,
pij ¼

max

k¼1;2; ... ;R

pijk ;

where i=1,2,… ,N, j=1,2,… ,M and R is the total
number of sensors deployed in the ﬁeld.

3. DEPLOYMENT QUALITY MEASURES
In this paper, we study the quality of deployment
in surveillance WSNs in terms of the security provided. Several deployment quality measures are
introduced and evaluated within the next sections.

3.1. Poorly Detected Area Measure
The ratio of the poorly detected area to the total
area of the ﬁeld, denoted by QPD, gives insight as to
whether the deployed number of sensors are adequate
or not. Suppose that the WSN detection performance
on point (i, j) is suﬃciently reliable only at those
distances for which pij>pt, where pt is the minimum
acceptable detection probability. Depending on the
application, it is usually expected that pt ‡ 0.9. Let
the grid points of the ﬁeld be represented by the
indicator nij,
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nij ¼

1 if pij < pt ;
0 otherwise,
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ð3Þ

which represents inadequately monitored grid points
with unity value. Then, the deployment quality
measure QPD is deﬁned as,
QPD ¼

Ri;j nij
;
NM

ð4Þ

where the numerator counts the poorly detected
grids and NM is the total number of grid points in
the ﬁeld. For applications where security is critical,
the QPD value is required to be close to zero. Large
values of this measure depicts that the coverage of
the network is low. The threshold value for the
detection probability is to be ﬁne-tuned depending
on the security requirements.

3.2. Redeployment Measure
Depending on the application, redeployment
scenarios are probable. After representing the ﬁeld
according to Eq. 3, we obtain a binary image on
which image processing techniques such as connected
component labeling can be applied.
For a grid point (x, y) that resembles a pixel in an
image, the 4-connected neighborhood is deﬁned as the
set of grid points N4(x, y)={(x+1, y), (x)1, y), (x,
y+1), (x, y)1)} and the 8-connected neighborhood is
the set of grid points N8(x, y)=N4(x, y)[{(x+1,
y+1), (x)1, y)1), (x)1, y+1), (x+1, y)1)}. We use
the 8-connected neighborhood deﬁnition in the ﬁeld
model. The two grid points (x1, y1) and (x2, y2) are
assumed to be connected if (x2, y2)2N8(x1,y1). Furthermore, (x1, y1) and (x2, y2) are assumed to be
connected if there is a path of grid points from (x1,y1)
to (x2, y2) where each grid point is connected to the
next one. A connected component is the set of grid
points which are all connected to each other. The
algorithms to ﬁnd the connected components are referred to as connected component labeling. Further
information about the connected component labeling
can be found in [11].
Suppose that we have the grid labels ‘ij 2 Z,
where ‘ij=0 denotes the background of the image
and ‘ij>0 are the label values. After applying the
connected component labeling algorithm on
the binary image, denote the component that has
the maximum number of connected pixels (grid
points) with the label L. Then, the redeployment
measure QRD can be deﬁned as

QRD ¼

Rði;jÞ:‘ij 2L nij
:
NM

ð5Þ

This measure depicts the possible sub-ﬁelds where
redeployment can be considered. For large QRD values, if QRD is close to the QPD value, then it can be
concluded that there is a single big gap in the coverage, where redeployment of sensors is a must.
3.3. Connected Sides
Even if the ﬁeld is poorly detected, the sensors can
be deployed such that there exists a barrier in the ﬁeld.
Considering our ﬁeld model, suppose that the largest
poorly detected area is small; however, there exists a
path from the start node to the destination node
through this poorly detected area, which means that
there is no barrier. To evaluate this kind of situation,
let z be the indicator function showing if there is a path
from the start node to the destination node through the
poorly detected areas. In order to determine if there is
such a path, the previously deﬁned ‘ij matrix can be
used. If any two of the nodes that have the same label
are connected to the start and destination nodes,
respectively, then z=1, and otherwise, z=0. The tables
reﬂect the percentage of the experiments that result in
z=1, which is denoted by QCS.
3.4. Breach Detection Probability
The weakest breach path can be deﬁned as the
permutation of a subset of grid points V=[s, (i0, j0),
(i1,j1),… ,(ik,jk), d] which targets traverse from the
start node s to the destination node d with the least
probability of being detected. The consecutive nodes
are connected to each other. Here, we can deﬁne the
miss probability of a target as
Y
pm ¼
ð1  pij Þ;
ð6Þ
ði;jÞ2V

where pij is the detection probability associated with
the grid point (i, j) 2 V. To determine the weakest
breach path, we propose the application of Dijkstra’s
algorithm deﬁned in [4].
The deployment quality measure called the
breach detection probability on the weakest breach
path, PBD, can be deﬁned as
PBD ¼ max pij :
ði; jÞ2V

ð7Þ

The PBD measure depicts the detection probability of
just one sensor on the path. In other words, it shows
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the closest sensor to the weakest breach path since the
breach path follows the most distant grid points to all
of the sensors, assuming identical sensor characteristics. Therefore, it gives insight about the spread of the
sensors in the ﬁeld.
The effects of the sensor model parameters, the
number of sensors, and the density of the deployment
on the quality measures are analyzed in the next
section.

4. ANALYSIS OF DEPLOYMENT QUALITY
MEASURES
In this paper, the SWSN scenario described by
the parameter values listed in Table I is investigated.
The simulation results shown in the following tables
are the averages of 100 distinct deployment runs.
These models can be considered as the building
blocks that may be used to cover larger ﬁelds.
4.1. Propagation, Signal and False Alarm Parameters
As the false alarm rate a increases, not only the
detection performance of the sensor improves (see
Table II), but also smaller components are produced
since the detection probabilities are above the pt level.
Consequently, the QRD and QPD values become
smaller. Furthermore, as the components get smaller,
the likelihood of the existence of a component
touching both the secure and insecure sides becomes
less, and QCS decreases. The greater allowance for
false alarms translates to more aggressive pursuit of
targets by the Neyman–Pearson detector. Hence, the
miss probability of a target passing through the
weakest breach path decreases while PBD increases.

Table I. Parameter Values in the Simulations
Parameter

Value

Length
Width
Boundary
Grid size
N
M
a
g
c
L
R
pt

400 m.
50 m.
20 m.
1 m.
441
51
0.05
3
30 dB
100
300
0.9

Table II. The Eﬀect of a on the Deployment Quality Measures
a
0.01
0.02
0.03
0.04
0.05
0.06
0.07
0.08
0.09
0.10

QRD (%)

QPD (%)

QCS (%)

PBD

4.38
3.32
3.03
2.91
2.48
2.43
2.21
2.16
2.02
2.04

22.51
19.23
17.34
15.91
14.49
13.48
12.27
11.70
10.89
10.38

72
47
35
34
29
23
16
15
15
15

0.82
0.89
0.92
0.91
0.94
0.93
0.95
0.96
0.96
0.96

An increase in the propagation exponent g
corresponds to faster decay in signal power with
distance. Indeed, a small change in g triggers large
deviations in the deployment quality measures as
depicted by Table III. The number of grid points
having pij < pt increases; thus, the largest component, as well as the total component areas increase
yielding a larger percentage. Consequently, for ﬁelds
where the signal attenuates rapidly, more sensors
have to be deployed to meet performance requirements. For example, for g>4, it is highly probable
that a component exists through which the target
may pass from the insecure side to the secure one.
The sharp decrease in PBD implies that line-of-sight
contact with the target must be ensured by the WSN
at all times.
High SNR c produces better PBD and smaller
component areas. However, c does not impact the
deployment quality measures as much as g does (see
Table IV).
4.2. Reliability Threshold and Deployment Density
In Table V, the eﬀect of the threshold probability pt is displayed. As pt increases, the area of the
components increase as expected. Moreover, for large
pt, the largest component size grows. In other words,
Table III. The Eﬀect of g on the Deployment Quality Measures
g

QRD (%)

QPD (%)

2.00
2.50
3.00
3.50
4.00
4.50
5.00

0.00
0.74
2.40
8.81
29.82
53.31
64.59

0.00
2.16
14.21
32.09
46.76
57.47
65.06

QCS (%)

PBD

0
2
28
97
100
100
100

1.00
1.00
0.93
0.69
0.42
0.23
0.15
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Table IV. The Eﬀect of c on the Deployment Quality Measures
c

QRD (%)

QPD (%)

10
20
30
40
50

14.50
4.34
2.40
1.86
1.44

38.26
22.24
14.40
9.96
7.15

QCS (%)

PBD

100
65
26
13
5

0.63
0.87
0.93
0.97
0.99

Table VII. The Eﬀect of the Number of Sensors on the Mean of the
Deployment Quality Measures
R

Table V. The Eﬀect of pt on the Deployment Quality Measures
pt
0.75
0.80
0.85
0.90
0.95

QRD (%)

QPD (%)

QCS (%)

1.40
1.73
2.22
2.74
3.30

7.65
9.50
11.84
14.49
18.93

2
6
13
25
50

the components start to merge to occupy a larger
portion, and QCS increases, as well. When higher
reliability is required, more sensors are to be
deployed to provide the same deployment quality
level.
Keeping the number of sensors and the length
of the ﬁeld constant, if the width of the ﬁeld is
enlarged, the density of the deployment decreases
and the number of grid points having pij<pt
increases (see Table VI). Thus, the number of the
components increase while their areas grow, and the
QRD, QPD and QCS values increase. The PBD values
decrease since the target-to-sensor distances become
larger. The detection probabilities associated with
the grid points depend on the closest sensor.
Deploying more sensors results in higher pij probabilities. Thus, the quality of deployment improves
as seen in Table VII. Because the sensors are
randomly deployed in the ﬁeld, each grid point has
a greater chance to be close to any one of the
sensors. Consequently, the detection probabilities
increase and the deployment quality measures other
Table VI. The Eﬀect of the Sensor Deployment Density on the
Deployment Quality Measures
Density (sensors/m2)
0.068
0.034
0.023
0.017
0.013

QRD (%)

QPD (%)

QCS (%)

PBD

0.09
0.58
1.21
1.72
2.40

0.12
1.83
5.42
9.60
14.40

1
4
7
14
26

1.00
0.99
0.98
0.96
0.93

200
210
220
230
240
250
260
270
280
290
300

QRD (%)

QPD (%)

QCS (%)

PBD

7.17
6.37
5.65
5.14
4.40
3.92
3.42
3.45
2.96
2.86
2.55

26.99
25.54
24.05
22.47
21.12
19.89
18.44
17.55
16.30
15.47
14.36

97
90
86
86
68
58
50
49
42
34
26

0.76
0.77
0.79
0.81
0.84
0.86
0.88
0.91
0.91
0.93
0.92

than PBD take smaller values. Obstacles are not
modeled in the simulations, and the deployed
sensors are identical. Therefore, the increase in the
number of sensors produces a smoother change in
the deployment quality measures.
When more sensors are deployed, since pij
increases, fewer grid points have pij<pt, and the
QRD and QPD values decrease. For 260 sensors, the
probability that there exists a component touching
both the secure and insecure sides is about 0.5.
However, for 200 sensors the same probability is
close to one.
4.3. Discrete Event Simulation
In order to validate the miss probability of a
target passing through the weakest breach path, a
discrete event simulation environment is created. In
the simulations, the trajectory of the target is the
weakest breach path found through the application
of Dijkstra’s algorithm. The target moves from one
grid point to the other by following the sequence of
the grid points on the weakest breach path. Velocity
of the target is not included in the traversal process.
For each grid point the detection process is simulated. If the target is not detected at any grid point,
the result is assumed to be zero, and it is one
otherwise. The simulations for each instance are
repeated 1 · 104 times and the ratio of the number of
detections to 1 · 104 represent the miss rate, rm.
The parameter values in the simulations are as in
Table I. For diﬀerent number of sensors, the miss
probability associated with the weakest breach path is
compared with the simulation results in Table VIII.
The discrete event simulations are in agreement with
earlier results.
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Table VIII. Veriﬁcation of the Miss Probability Through Discrete
Event Simulations
R

pm

rm

20
40
60
80

0.45
0.25
0.22
0.02

0.45
0.25
0.23
0.02

5. CONCLUSION
In this paper, we took a probabilistic approach
to analyze the quality of deployment in surveillance
WSNs. The sensors are assumed to follow the
Neyman–Pearson optimization. Several deployment
quality measures are proposed and the effect of the
sensor model parameters, width of the ﬁeld, and the
number of sensors are analyzed.
The false alarm rate and the path-loss exponent
affect the deployment quality measures signiﬁcantly.
The choice of the threshold value to ﬁnd the poorly
detected areas in the ﬁeld is also critical. As more
sensors are deployed in the region, the quality of the
deployment is enhanced. As a future work, the cost of
the sensors and the deployment can be incorporated in
the design and the trade-offs can be analyzed.
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