Abstract

YOLUM, PINAR. Flexible Executionof E-CommerceProtocols:A Commitment-Based
Approach(Underthedirectionof MunindarP. Singh).

ProtocolgepresentheallowedinteractionamongcommunicatinggomponentsProto-
colsareessentiain electroniccommerceo constrairthebehaiors of autonomougntities.
Traditionalrepresentationsf protocolsincludethe allowedactions,but not their content.
This preventsthemfrom beingappliedin settingswhereautonomougntitiesmustflexibly
interactto handleexceptionsandexploit opportunities.

We developanagent-basedpproachin which we modelthe communicatiorprotocols
via a commitment-basetepresentationThis formalism providesa contentto the proto-
cols. Thecontentcanbereasone@bout,therebyenablingflexible execution.We provide
reasoningulesto captureheevolutionof commitment@ndshav how anexisting protocol
canbe systematicallyenhancedo yield a protocolthatallows the givenactionsaswell as
otherlegal moves.We alsoshav how acommitment-basecepresentationanbecompiled

into afinite statemachinefor efficient execution.
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Chapter 1

Intr oduction

Commerceeglectronicor otherwise js basedon communicatioramonginteractingpartic-
ipants. Protocolsstreamlinethis communication.Although e-commercgromisesto be
more flexible thantraditionalcommerce currenttechniquedor specifyingand enacting
e-commercerotocolsresultin morerigid protocolsthantraditional,human-orientegro-
tocols. Thisrigidity subvertssomeof the motivationsbehinde-commerc¢Kimbroughand
Lee,1996].

Protocolsfor e-commercéhave traditionally beenmodelledby the sameformalisms
usedto specifynetwork protocols.Although protocolsin bothareasarebasedn theidea
of modellingcommunicatiorbetweercomponentsheformalismsusedfor network proto-
colsarenot adequateo representheinteractionsn e-commerc¢FisherandWooldridge,
1997]. As aconsequencef this, moste-commerc@rotocolssuffer from unneededigidity
in execution,resultingin redundantnteractionsandunnecessariailures.In orderto deal
with this problem,we first investigatethe desiredpropertiesof the componentandthen

describea new formalismthatcanaccommodatéhem.



1.1 Dynamic Properties

Currentformalismsusedin modellingnetworking protocols,suchasfinite statemachines
and Petri Nets, specify protocolsmerelyin termsof legal sequencesf actionswithout
regardto the meaningsof thoseactions. For this reason traditional protocolsare often
over-constrainedo thelevel of specificsequencesf actions.

However, e-commercerotocolsshouldnot only constrainthe actionsof the partici-
pants,but alsorecognizethe open,dynamicnatureof e-commercenteractiondy accom-

modatingthe key aspect®f autonomyheterogeneityopportunitiesandexceptions.

e Autonomy:Enablingparticipantdo exerciseautonomyasmuchasthey canin
the socialervironmentin which they are situatedis a crucial factorin creat-
ing effective e-commerceontext. Thecomponentshouldbe ableto exercise
autonomyin decidingwhatactionsthey wantto perform,whothey wantto in-
teractwith, or how they wantto carryouttheir tasks.Thus,in ane-commerce
setting,componentsnustretaintheir autonomyandbe minimally constrained
in their interactionsthatis, constrainednly to the extentnecessaryo carry
outthegivenprotocol.

e Heteogeneity: Componentsanbediversen theiridentity andadoptdifferent
stratgiesto carryout their interactions.In currentprotocolspecificationghe
identitiesof the participantsare not taken into account. All thoseplaying a
givenrole areassumedo have identicalqualities.Thisespeciallystandoutin
the caseof trust. In moste-commercerotocols,all participantsareassumed
to be untrustworthy, and eachstepof the protocolensureghat appropriately
safeactionsaretaken by the variousparticipants.This unrealisticassumption

degradegthe performanceof the protocolssincethe actionsperformedcould



be greatly varied accordingto the correspondentsdentities. In particular
participantghathave establishedrustwith eachothercouldsafelyskip certain
stepsn the protocol.

e Opportunities:Componentshouldbe ableto take advantageof opportunities
to improve their choicesor to simplify their interactions. Dependingon the
situationor the specificparticipant,certainstepsin a protocolcanbe skipped.
A participantmay take adwvantageof eitherpersonaknowledge,or a corve-
nienceprovidedby otherparticipantsandjumpto a statein a protocolwithout
visiting oneor moreinterveningstates.

e Exceptions:Componentsnustbe ableto modify their interactionso handle
ary unexpectedconditions. The sort of exceptionsreferredto hereare not
programmingpr networking exceptionssuchaslossof messagesietwork de-
lays,andsoon, but arehigherlevel exceptionghatresultfrom theunexpected

behaior of the participatingparties.

1.2 SemanticAnalysis

We now analyzethe conceptsand challengesinderlyingcommunicationgspeciallywith
regardto the executionof actwities. As arunningexample,we considerthe NetBill proto-
col thathasbeendevelopedto handlethe buying andselling of electronicgoods,suchas

softwareandelectronicdocumentsoverthe Internet[Sirbu, 1998].

Example1l Asshaovnin Figurel.l,theprotocolstartswith acustomerequesting quote
for somedesiredgoods,followed by the merchantsendingthe quote. If the customer
acceptshequote thenthemerchantleliversthegoodsandwaitsfor anElectronicPayment

Order (EPO). The goodsdeliveredat this point are encryptedthatis, not usable. After
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Figure 1.1 TheNetBill paymenfrotocol

recevingtheEPO themerchantorwardstheEPOandthekey to thelntermediatiorSener,

which thencontactsthe bankto take careof the bankingprocess.Oncethe debit-credit
operationsare handled,the intermediationsener sendsa receiptback to the merchant.
Thereceiptcontainsthe decryptionkey for the soldgoods.As thelast step,the merchant

forwardsthereceiptto the customerwho cansuccessfullydecryptandusethe goods i

For our presenpurposeswe areconcerneaheitheraboutthe detailsof theactualtrans-
actionsthattake placeamongthe banksnor aboutthe underlyingsecurityandencryption
mechanismsTherefore we simplify the protocolto the point wherewe assumehatonce
themerchantrecevesan EPO,he cantake careof the bankingservicessuccessfully Fig-
ure 1.2 shavsthis simplifiedversion.We usethis simplified versionof the protocolasour
mainexamplethroughouthisthesis.

The participatingpartiesin an e-commerceprotocol are self-interestecand eagerto

practiceary of a variety of interactionghatwould benefitthem. Thus,in ane-commerce

4
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Figure 1.2 Simplifiedversionof the NetBill protocol

setting, partiesshouldbe permitteda choiceof actions,andbe ableto selectthe actions

thatbenefithemthe most.

Example 2 Therigid specificationn Figure1.2 cannothandlesomeof the naturalsitua-

tionsthatarisein e-commerce:

¢ Insteadof waiting for a customerto request quote,a merchanimay proac-
tively senda quote,mimickingtheideaof adwertising.

e Thecustomemaysendan’accept’messag&ithoutfirstexchangingxplicit
messageabouta price. This couldvery well reflectthelevel of trustbetween
theparties.Thatis, the customewho truststhe merchanto give him thebest
guote)may acceptthe price without a prior announcemerdr quote. Alterna-
tively, thisactioncouldresultfrom the customers lack of interestin the price,
theemepgeny of thetransactiontheinsignificanceof money to the customer
andsoon. Thisscenarias shavnin Figurel.3.

e As showvn in Figure 1.4, a merchanimay sendthe goodswithout an explicit
price quote. Suchgoodscould representhe trial versionsin the softwarein-
dustry whereaftera certainperiodof time the customels expectedo payto

continueusingthe software.



(D
Accept

2)
Send goods

3
Customer S eng I)EPO Merchant

“4)

Send receipt

Figure 1.3 Alternative executionwherethe customeracceptsary pricefirst
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Figure 1.4 Alternative executionwherethe merchansendghegoodsfirst

e After receving thegoodsthecustomemaysendhe EPOto thebankinstead
of themerchant.By delgyatingthe paymentto the bank,the customemakes

thebankresponsibldor ensuringhatthe money getsto the merchant.

1.3 Approach

In orderto handlethe aforementioneadlynamicaspectof e-commercewe develop an
agent-basedpproachthat incorporateghe key abstractionof commitments Agentsare

persistentomputationghat canperceve, reasonact, andcommunicate.Agentscanbe



autonomousindheterogeneousnd canrepresentifferentinteractingcomponentsThe
agentscommunicationaffect,andareaffectedby, theircommitmentsin turn,theagents’
commitmentgeflectthe protocolsthey arefollowing andthe communicationshey have
alreadymade.

In whatfollows, we proposea new formalism,the commitmenmadine (CM), to be
usedin the formal specificationand executionof protocols. Insteadof specifyingproto-
colsmerelyin termsof legal sequencesf actions,we attachspecificmeaningspasedon
commitmentf the participatingagentsio statesandactions.Whenstatesandactionsare
formally definedin termsof valid meaningsthe possiblepathsbetweerthe statescanbe
logically inferred. This permitsan enhancegbrotocolwith additionaltransitionsallowing
a broaderrangeof interactions.This, in turn, enablesagentsto exercisetheir autonomy
andto exploit opportunitiesandhandleexceptions.

We provide reasoningulesthatformalizethe evolution of commitmentsTheserules,
andthe operationgo createandto manipulatecommitmentsare all formalizedin event
calculus.By steppingthrougha runningexample,we shav how an e-commercerotocol

can be specifiedusinga CM and how it canbe executedflexibly to yield an enhanced

protocol.

1.4 Organization

Therestof thisthesisis organizedasfollows: Chapter2 explainsthetechnicalbackground
dealingwith communications.Chapter3 introducescommitment-baseélnite statema-
chinesanddiscusseds applicability Chapter4 formalizesthe reasoningulesandoper
ationson commitments. Chapter5 describesour contributions with respectto the most

relevantliterature,andthefuturedirections.



Chapter 2

Technical Framework

Our approachio accommodatindlexible executionof e-commercegrotocolsis basedon
thekey abstractiorof socialcommitmentsin whatfollows, we first introducesocialcom-
mitments,andthenexplain the conceptf finite statemachinesandthe eventcalculuson

whichwe build our approach.

2.1 SocialCommitments

Startingwith the rationalisticapproacheslanguagehasbeenthoughtto be a tool to re-

late the internalworld of a beingto the externalworld. As a counterto the language
as-descriptiormodel, the language-as-actiomodel emeged where eachutterancein a
languages considerechotjustadescriptiorbut anaction.More specifically by makingan
utteranceanagentdoesnotjustdescribehecurrentstateof theworld, but alsochangest.

We capturethis changein termsof modificationsto the participants’commitments.Each
utteranceresultsin the creation,acceptancer declinationof one or more commitments.
Thecommitmentsassociateavith thelanguagearesocial (asis thelanguagatself), in that

they affectall the partiesthatengagen communicatiofjWinogradandFlores,1986].



Socialcommitmentsaredifferentfrom bothinternalandcollective commitments.An
internalcommitmentrefersto therelationbetweeranagentanda particularaction,anda
collectve commitmentefersto therelationbetweeragroupof agentcommittingto bring
abouta particularcondition[Castelfranchi1995]. Socialcommitmentspnthe otherhand,
are commitmentsmadefrom one agentto anotheragentto carry out a certaincourseof

action[Singh,1999].

Definition 1 A social commitmentC(x, y, G, p) relatesa debtorx, a creditory, anda

conditionp, in the scopeof a contect groupG [Singh,1999].1

When a social commitmentof this form is created,x becomesesponsibleto y for
satisfyingp. In addition,thereis anemegenceof right [ConteandCastelfranchil995]:y
now hastheright to make surex carriesoutwhathe promisedandto protestif hedoesnt.

The contect groupG is the organizatiorwithin which the commitmentexists. Making
the contet explicit enablesusto controlthe evolution of the commitmentsandto accom-
modatecomplianceandresolutionof disputes.

The conditionp mayinvolve relevant predicateandcommitmentsallowing the com-
mitmentsto be nestedor conditional. Contraryto commitmentsin databasesherethe
commitmentsareflexible, andcanberevoked or modified. AImost always,the revocation

or modificationis constrainedhroughmetacommitments

Definition 2 A commitmentc = C(X, Yy, G, p) is base-leelif p doesnotreferto any other

commitmentsg is ametacommitmerit p refersto abase-lgel commitmentl

Viewing acommitmentisanabstractlatatype,thecreatiorandthemanipulatiorof the
commitmentsanbedescribedusingthefollowing operationgSingh,1999,Venkatraman
and Singh,1999]. Here, z, y, z denoteagentsandc and¢' denotecommitmentsof the

form C(x,y, G, p).



. Create(x,c) establisheshe commitmentc. The createoperationcanonly be per

formedby the debtorof thecommitment.

. Discharge(x,c) resohesthecommitmentc. Again,thedischarge operationcanonly
be performedby the debtorof the commitmentto meanthat the commitmenthas
successfullypbeencarriedout. Thus, after the discharge operationthe conditionp

startsto hold.

. Cancel(x,c) cancelghe commitmentc. Generally cancellatiorof a commitments

followedby the creationof anothercommitmento compensatéor theformerone.

. Release(yc) or Release(Gg) releaseshe debtorfrom the commitmente. It canbe
performedeitherby the creditoror the context group,to meanthatthe debtoris no

longerobligedto carryout his commitment.

. Assign(y z, ¢) eliminatesthe commitmente, and createsa new commitmentc’ for

which z is appointedasthe new creditor

. Delggate(x,z, ¢) eliminatesthe commitmentc, andcreatesa nev commitmentc’ in

whichtherole of thedebtoris transferredo 2.

2.2 EventCalculus

The event calculus(EC), introducedby Kowalski and Segot [1986], is a formalismto

reasoraboutevents.Eventan EC initiate andterminatefluents Fluentsarepropertieghat

areallowedto have differentvaluesat differenttime points. Their valueis manipulatedy

the occurrenceof events. A fluentstartsto hold after an eventthat caninitiate it occurs.

Similarly, it ceaseso hold whenaneventthatcanterminatet occurs.

10



Over the years,several variantsof the event calculushave beenproposed. The ver-
sionof eventcalculususedhereis the SimpleEventCalculus(SEC),developedby Shana-
han[1997]. It is basednfirst-orderpredicatecalculuswith theadditionof ninepredicates
to reasoraboutthe events.We now introducethesepredicatesandthe axiomswith which
to integratethe predicates.

In thefollowing, a, b, . .. referto events, f, g, ... referto fluents;andt, ¢, to, . . . refer
to time points. Thevariableghatarenotexplicitly quantifiedareassumedo beuniversally
guantified.<— denotesmplicationandA denotesonjunction.Thetime pointsareordered

by the < relation,whichis definedto betransitve andasymmetric.

1. Initiatesq, f,t) meanghatfluent f holdsaftereventa attime?.

2. Terminatesy, f,t) meanghatfluent f doesnothold aftereventa attime¢.

3. Releases( f,t) meanghatfluent f is notknown to hold aftereventa attime .
4. Initially p(f ) meanghatfluent f holdsfrom time O.

5. Initially y (f ) meanghatfluent f doesnothold from time 0.

6. Happens{,t,,t,) meanghateventa startsattime¢; andendsati,.

7. HoldsAt(f,t) meanghatthefluent f holdsattime?.

8. Clipped¢,, f,t;) meanghatthefluent f is terminatedbetweent; andt,.

9. Declipped(,, f,t;) meanghatthefluent f is initiatedbetweent; andt,.

Definition 3 We introduceatwo argumentHappensluentto reasorabouteventsthatstart

andendat the sametime point. For simplicity, we will usethis versionof the Happens

11



fluenthereafter

Happens(,t) =4.; Happens(,t,t)1

Example 3 Figure2.1shownsthatafluent f holdsatatimet, afterit hasbeeninitiatedbut

not terminatedl

Domain Description:
Initiates(a, f, t )
Terminates(b,f,t )

Happens(a, t) Happens(b, t )
I I

t t t
HoldsAt(f, t )

Figure 2.1 Holding of fluents

Basedonthelanguageof SEC,thefollowing axiomsaredefinedShanahan2000]:

Axiom 1 HoldsAt(f,t) < Initially o (f) A —Clipped(, f,t)l

—Clipped(0, f, t)
v
I I
0 t
HoldsAt(f, 0) HoldsAt(f, t)

Figure2.2 Axiom 1

As shawn in Figure 2.2, all fluentsthat hold initially and are not terminatedoy ary

eventfrom time 0 to time ¢ continueto hold attime¢.

12



Axiom 2 HoldsAt(f,t3) < Happens(, ti,t2) A Initiatesg, f,t1) A (ta < t3) A —
Cllppedtla fa t3) i

Domain Description: —Clipped(t.. £ t
Initiates(a, f, t,) pp(l,,3) ....... _
: Happens(a, t,, t,)
: v v
I I I
t, t, t,

—HoldsAt(f, t,)
Figure 2.3 Axiom 2

As shavn in Figure2.3, afteran eventinitiatesa fluent, the fluentcontinuego hold if
no othereventthat canterminateit occursat a latertime. Thesetwo axiomscapturethe
factthatafterafluentbeginsto hold, aneventthatcanterminatethe fluentshouldoccurin

orderto putanendto the holdingof thatfluent.

Axiom 3 Clipped¢, f,ts) <> Ja,ts, t3 [Happens( ts, t3) A (t1 < t3) A (t2 < ts) A
(t1 < tz) A (t3 < ty) A [Terminatesy, f,t,) V Releases( f,t,)]|

Domain Description: li t £t
Terminates(a, f,t,)  ............ C 1pped(l, .’..II. s
Happens(a, t,, t,) :
¥ v
I I I I
t, t, t, t,

Figure 2.4 Axiom 3
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Axiom 3 statesthat a fluent is said to be clippedif andonly if an event occursto
terminateor releaset.

Thefollowing two axiomsrepresenthe dualsof Axiom 1 andAxiom 2, respectrely.
Axiom 4 — HoldsAt(f,t) « Initially x(f) N ~Declipped{, f,t)l

—Declipped(0, f, t)

I I
0 t
—HoldsAt(f, 0) —HoldsAt(f, t)

Figure 2.5 Axiom 4

Axiom 4 statesthata fluentdoesnot continueto hold, if initially it did not hold, and

theredoesnotoccurary eventthatinitiatesit. Thisaxiomis illustratedin Figure2.5.

Axiom 5 — HoldsAt(f,t3) < Happens(,t,,t3) A Terminatesy, f,t;) A (ta < t3) A —
DeCIipped(la fa t3) i

Domain Description: “Declipped(t.. £ t
Terminates(a, £,1) ..., echipped(t, £ 1) .
‘Happens(a, t,, £,
y y
I I I
t1 tz t3

~HoldsAt(f, t,)

Figure2.6: Axiom 5
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Following the sameintuition, Axiom 5 statesthat if an eventoccursandterminates
a fluent, and no otherevent occursto initiate it, thenthe fluent continuesnot to hold, as

showvn in Figure2.6.

Axiom 6 Declippedty, f,ts) <> 3a,ts,ts [Happensy, to, ts) A (t1 < t3) A (2 < ts) A
(t1 < t2) A (t3 < ty) A [Initiates@, f,t2) V Releases( f,t;)||

Domain Description: Declipped(t.. f t
Intstese 1) o D eclipped(t, £1)
Happens(a, t,, t,) :

¥ Y

| | | |

t, t, t, t,

Figure2.7: Axiom 6

A fluentis saidto bedeclippedn atime periodif andonly if thereexistsaneventthat
occursandeitherinitiatesor releaseshefluentin thattime period. Thisaxiomis illustrated

in Figure2.7.

Axiom 7 Happens(,ti,t;) — t; < to

Happens(a, t,, t,)

Figure 2.8 Axiom 7

Axiom 7 ensureshatno eventtakesa negatve amountof time.

15



2.3 Finite StateMachines

Oneof the mostcommonmethodsof specifyingnetwork protocolsis throughthe useof
thedeterministidinite statemaching(FSM) formalism.FSMsarealsoextensvely usedto

specifye-commercerotocolsUSE, 1998].

Definition 4 A deterministidinite statemachines afive-tuple,S, X, s, Q, 6), whereSis
thesetof statesY is theinputalphabets, € S is thestartstate,QC S arethefinal states,

andd : S x ¥ — Sisthetransitionfunction.l

An FSM canberepresentedraphicallyby alabeleddirectedgraph,wherenodesepresent
the statesandthe arcsrepresenthe transitions.In an e-commercegrotocolspecification,
thealphabebf the FSMis givenby the setof possibleactions.Thetransitionfunctionis a

meangdo coordinatehe possibleactionsin the protocol.

C: Send
request

Figure 2.9 FSMrepresentatioof theNetBill Protocol

Example4 Figure2.9shavsthesimplifiedversionof the NetBill paymentprotocolasan

FSM labeledwith the actionsof merchantgentM andcustomeragentC.1

16



Chapter 3

Commitment Machines

We defineacommitmenimaching CM) conceptuallyasanFSMwhosestatesandalphabet
aregivena semanticontentthatis definedin termsof commitmentsA CM specifieghe
possiblestatesanexecutingprotocolcanbein, theactionsthatareusedfor transitionfrom
onestateto anotheyandthe possiblefinal statesof the protocol. The meaningassociated
with eachstatespecifieswvhich commitmentsarein forcein that particularstate,andthe
meaningassociatedvith eachactiondefineshow the commitmentsare affected by that
action(therebyleadingto a statechange).

Unlike an FSM, the representatioof a CM doesnot specify a startingstate. The
participantamay startthe protocolfrom a statewherethereareno commitmentsn force,
or by acceptinghe commitmentghatarein forcein that state. Again, unlike FSMs,the
transitionsbetweerthe statesare not explicitly specified. The meaningsf the statesand
theactorsarelogically representedBasedntheintrinsicmeaningof actionsthenew state
thatis reachedy performinganactionata particularstatecanbelogically inferred. Thus,
insteadof specifyingthe sequencesf actionsthat canbe performed,we simply specify

meaningghatcanbereachedandof thesewhich arefinal (i.e., desirable).

17



By specifyingan e-commercerotocolusinga CM, we emphasizehatthe aim of ex-
ecutinga protocolis not merelyto performsequencesf actions,but to reacha statethat
representsheresultof performingthesesequencesf actions. With this in mind, we can
comeup with different pathsthat accomplishthe samegoal asthe original path. Thus,
a protocolcanbereconfiguredenhancear abbreviated) by finding alternatve pathsbe-

tweenstates.

Example5 We definethesemanticontentof eachstatein Figure2.9 basednthe partic-

ipants’commitments:

e In state3, having senta quoteto a customerthe merchantcommitsto de-
livering goodsand sendinga receiptafterwards,if the customempromisesto
pay.

e In state4, having sentan acceptto a merchantthe customeragreedo pay;
but only if themerchanpromisedo sendareceiptafterwards.

¢ In state5, the merchanhasfulfilled the first partof his promiseby sending
thegoods.

¢ In state6, thecustomeihasdischagedhis commitmeniof sendinghe EPO.

e In state7,themerchanhasdischagedhiscommitmenbf sendinghereceipt.

The CM specificatiorof a protocolcanbeappliedin two mainways.

Runtime. A CM specificatiorof aprotocolgivesthestatesandtheeffectsof performing
the variousactions.Givena CM, anagentthatcanprocesdogical formulaecancompute
thetransitionsbetweerstates.In this respectthe choiceof actionsis a planningproblem

for eachagent.Thatis, from the possiblefinal statesthe agentfirst decideson thedesired

18



final state,andthenlogically infers a paththatwill take it from the currentstateto the

desiredfinal state.Effectively, theagentinterpretshe CM directly atruntime.

Compile time. To reducethe computatiorrequiredat run time, a CM canbe cornverted
into anFSMrepresentatioatcompiletime. Thistransformations basedn systematically
producingpathsbetweerpairsof meaningsandcanbecarriedoutin severalwaysusinga
searchalgorithmor a planner Themeaningsn CM mapto statesn the FSM. Thetransi-
tionsbetweerthestatedollow from thevalid pathsin the CM. Thesetof final statesvould
be all the stateghat satisfythe endingconstraintof the CM, namely the statesvhereno
commitmentsarein force or whereall metacommitmentsf a party have beenhonored.
The setof actionsremainsthe same. An agentcanthenusethis FSM representatiomo

executethe protocolat runtime. We studycompilationin detailbelow.

3.1 Formalization

OurformallanguageP, is basedon thelanguageof propositionalogic with the addition
of acommitmenbperatorto representcommitments.

The following Backus-Nauform (BNF) grammarwith a distinguishedstartsymbol
Protocolgivesthe syntaxof P. In this grammay slanttypefaceindicatesnonterminals;
— isametasymbobf BNF specificationi and>> delimit comments{ and} indicate
thattheenclosedtemis repeated or moretimes;theremainingsymbolsareterminals.

e Protocol— {Action} «setof actions>

e Action— Token:L <tokenis alabel;L is theassociatedneaning>

e Commitment— C, (L) <simplifiedasexplainedbelon>>

e L — Commitment
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L — L~ L «leadsto, indicatinga strictimplicatiorr>

e L — L AL <conjunctions

e L — = L <negyation>

e L — Prop<atomicpropositions>

Sincein thesimplifiedversionof theNetBill protocolthereareonly two roles,customer
andmerchantye useasimplifiednotationto representommitmentsHereC,p meanghat
x (whichcanbethecustomepr themerchant)s committedto theotherpartyto carryoutp.

We alsoassumehatthe context groupG is understoodsowe don't represenit explicitly.

Definition 5 The strictimplication,p ~» ¢, requiresg to hold whenp holds. Contraryto
regularimplication(p = ¢) whichis true whenp is false, thestrictimplicationwill befalse

if pisfalse.l

Definition 6 A metacommitmenis acommitmenbf theform C,(p ~» r). Thisexpresses
theconditionalcommitmenwhereif thepropositionp becomesrue,thenthedebtorz will

becomecommittedto bringingaboutr. I

Definition 7 Themeaningof a stateis givenby ary formuladerivablefrom the nontermi-

nalL.l
Definition 8 p - ¢ meanghatq canbelogically dervedfrom p. 1
Definition 9 p = ¢ meanghatp andq arelogically equvalent,thatis, p - g andg + p. 1

A minimal setof meaningss onein which all meaningsarelogically distinct. A setof

final meaningss consistentf it is well-behaedwith respecto logical consequence.

Definition 10 A setM of meaningds minimal if andonly if the following conditions

hold:
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o (Vm;,m; € M:m; =m; = m; =m;)

e truec M

Definition 11 A setof final meaningd- is consistentvith respecto a setof meaning
if andonly if ary meaninghatis strongerthanafinal meanings alsofinal. Thatis,

(VmiEF,mjEM:(mjf—mi):ijF)l

Definition 12 Actionsarerepresentedsa two-tuple,wherethefirst elements the token
(name)of the action,andthe secondelements the effect of theaction. Formally, {a, e) is

anaction.if a is thetokenande is the effect of theaction.l

Definition 13 A CM is athree-tupleM = (M, A, F), whereM is aminimal setof mean-
ings, A is a setof actionsdefinedin termsof commitmentsandFC M is a consistenset

of final meaningsl

Definition 14 A meaningchangesrom meaning; to meaning- underaction{(a, ¢) if and

only if afterapplyingthe effect e of actiona on ¢, r canbelogically derived. Formally,

4 Eae) T =def N ekl

Thus,derving the resultingmeaningfrom a given meaningandactioninvolvescom-
puting the logical consequencéhatis, the - relation). For the propositionalpart of the
languagehis is asusual. For commitmentsaandmetacommitmentsye now presentsome
importantrulesfor reasoningbouttheir consequence3heseulescaptureheoperational

semantic®f ourapproach.

ReasoningRule 1 A commitmentC,p ceasedo exist whenthe propositionp becomes

true.l
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ReasoningRule 2 A metacommitment,(p ~ r) ceaseso exist whenthe propositionp
becomesdrue, but a new base-lgel commitmentC,r is createdto capturethe factthat«

hasto satisfythe original metacommitmenby bringingaboutthe propositionr. I

ReasoningRule 3 A metacommitment,(p ~ r) ceaseso exist whenthe propositionr

holds(beforep is initiated),andno additionalcommitmentsarecreatedl

Thefollowing exampleillustratesthe applicability of thesereasoningules.

Example6 Considerthe metacommitment,, (pay ~ receipt), which denoteghe com-
mitmentthat the merchantis willing to senda receiptif the customerpays. After the
creationof this metacommitmenthefollowing scenariognaytake place:

e The customerpays, making the propositionpay true. In this case,the
metacommitments terminatedand a nev commitment,C,,receipt, is cre-
ated.Whenthe merchantctuallysendghereceipt,i.e., whenthe proposition
receipt becomedrue,thenthecommitmentC,,,receipt is dischaged.

e Beforethecustomempays,the merchansendghereceipt,makingthe propo-
sition receipt true. In this case,the metacommitments terminated,but no
othercommitments createdsincethe customerdid not committo payingin

thefirst place.

We now definethe NetBill protocolformally asa CM.

Example 7 Following Exampleb, themessageandthestatesanbegivenacontentased

onthefollowing definitions:

e Atomic Propositions
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e request:an atomic propositionmeaningthat the customerhasre-
guesteda quote.

e goods:anatomicpropositionmeaningthatthe merchanhasdeliv-
eredthegoods.

e pay:anatomicpropositionmeaningthatthe customehaspaidthe
agreecamount.

e receipt:anatomicpropositionmeaninghatthe merchantasdeliv-
eredthereceipt.

e Abbreviations for the Metacommitments

e acceptanabbreiationfor C.(goods ~ pay) meaninghatthecus-
tomeris willing to payif herecevesthegoods.

e promiseGoodsan abbreiation for C,,(accept ~ goods) mean-
ing thatthe merchants willing to sendthe goodsif the customer
promisedo pay.

e promiseReceiptan abbreiation for C,,,(pay ~» receipt) meaning
thatthemerchants willing to sendthereceiptif thecustomeipays.

e offer: anabbreiationfor (promiseGoods N promiseReceipt)

For simplicity, we placethe contentof an actionin the statethat resultsfrom it, and
sinceeachactioncanbe performedby only one party, we do not specifythe performers
explicitly.

e Meanings(M):
1. true
2. requesk Thecustomeihasrequeste@ quotes>

3. offer < Themerchanhasmadean offer.>
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4. C,,goodsA accepth promiseReceip& The customerhasacceptedhe

merchans offer.>

5. goodsA C.pay A promiseReceipt&The merchanthas deliveredthe
goods,andthereforethe customelis committedto payingandthe mer

chantis willing to sendthereceiptafterthe customempays:>

6. goodsA pay A C,receipt<The merchanthas delivered the goods,
the customerhaspaid, and the merchantis committedto sendingthe

receipt>

7. goodsA payA receipt<The merchanthasdeliveredthe goodsandthe

receipt,andthe customehaspaid:>
e Actions (A)
1. (sendRequestequest < sendingarequesfor quote>

2. (sendQuoteoffer) < sendingaquotes

w

. {(sendAcceptaccept < sendinganaccept>

4. (sendGoodsgoodsh promiseReceipt<deliveringthegoodss

ol

. {(sendEpopay, <sendinggnEPO>

6. (sendReceiptreceip} < sendinghereceipt>
e Final meanings(F)

1. request

2. offer

3. goodsA payA receipt
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3.2 Compiling CMs to FSMs

We now studytherequirementsf compilingaCM into anFSM. For anagentto beableto
directly executetheresultingFSM, we seekan FSM thatis deterministicandwith noirrel-
evanttransitions.Givena CM, the statesof the FSM canbe generatedrom the meanings
of theCM. However, theexecutionof the FSMfollowsthe usualregimeof state-transition-
statewithout regardto the formulasthat exist in CM meaningson which the FSM states
arebased.

To infer thevalid transitionsan the FSM, we considelthe possibleentailmentdetween
the meanings.To ensuredeterminismandefficiencgy, we constrainthe allowed transitions

with two majorrestrictions.

Restriction 1 (m;, a, m;) € 6 entailsthatm; t# m;

If the sourcemeaningalreadyentailsthe contentcapturedn the target meaning,no tran-
sition from the sourceto the tarmgetis necessaryEntailmentsof this form ensurethatthe
meaningthatwill bereacheds notalreadycapturedatthe currentstate andthatthe FSM

hasnotransitionghatdo notaddto thecontentl

Restriction 2 (m;, a, m;) € 6 entailsthat(vVm, e M:m; = my,  m; Fmy)
Thisis to ensurehatif applyinganactionat a particularmeaningentailsseveralpossible
meaningsthenthe transitionwill endin a statethat containsthe maximalinformation.

Laterwe will restrictour CMs sothata maximalmeaningalwaysexists.l

Example 8 Letusassumehatthe meaningsiepictedn Figure3.1constitutethemeaning
setM of a CM. Among thesefour meaningsF containsonly m . Let the actionset

containtwo actions:sendaccepthichinitiatesacceptand sendofer which initiates offer.
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sendoffer m, sendaccept

sendaccepf‘«\ ,,v”"sendaccept
sendoffer ™. .~ sendoffer

sendaccept m sendoffer
(offer and |«

Figure 3.1 Exampletransition

We now look at somepossibleentailmentanddemonstratevhich uf theseentailments

resultin avalid transitioncorvertinga CM to anFSM.

, sendofer, : offer
, Sendaccept accept

Sinceneitherrestrictionappliesto theseentailmentspoth transitionsare ac-

cepted.
, sendofer, -offer offer
, Sendaccept  offer offer
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Thesetwo transitionswill notbe alloweddueto Restrictionl, which doesnot
allow transitionswherethe startingstatealreadyentailsthe endstate.

, Sendaccept  :offer accept

, sendaccept, :offer (offer accept)
Basedon Restriction2, only thelattertransitionwill beallowed.

, Sendaccept  :accept accept

, sendofer, -accept accept
Again,basedn Restrictionl, thesetwo transitionswill notbeallowed.

, sendofer, -accept offer

, sendofer, -accept (offer accept)
Theonly transitionthatwill be allowedwill againbethe latter, sinceit yields

moreinformationthentheformer.

, sendaccept :(offer accept) accept
, Ssendaccept  :(offer accept) (offer accept)
, Ssendaccept  :(offer accept) offer
, sendofer, :(offer accept) accept
, sendofer, :(offer accept) (offer accept)
, sendofer, :(offer accept) offer

It is easyto seethatno transitionscanstartfrom |, since  alreadyentails
all themeaningsassociateavith the otherstates.
In Figure 3.1, the solid lines shawv the allowed transitionsandthe dashedines shawv the

otherpossibleentailmentghatarenotallowed.l
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3.2.1 Compilation Formalized

This sectionshavs how a CM can be formally compiledinto an FSM, and establishes
soundnesandcompletenesgesultsregardingour compilationprocedureThecompilation
can be realizedin an automatictool. Recallthata CM allows multiple startingstates,

whereasan FSM allows only one. In the compilationbelow, we shav how anFSM canbe

constructedhfterchoosinga startstatefor the CM, namely

Definition 15 Let M, ,F beaCM,and S, ,Q, beanFSM.
is compiledinto  if thefollowing conditionshold.
S=M
Q=F
= S M, and( : and
( M: )

Notice that the definition of ~ given above incorporatesRestriction1 and Restriction2.
Thecorrectnessf acompilationmustbe basednthecomputationshatcanresultfromit.
Thereforewe formalizethenotionof a computationhow acomputatiormaybegenerated
by aCM, andhow acomputatiormayberealizedoy anFSM. Therearetwo mainaspect®f
correctnessSoundnesmeanghatonly allowed computationsarerealized.Completeness

meanghatall allowedcomputationganberealized.

Definition 16 = is a computation.Intuitively, the actionlabels,

, describegheexternallyvisible partof the computatiorbecaus¢hesearethe

actionseenby otheragentsl
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Figure 3.2 A samplecomputation

For thefollowing definitionsandtheoremslet | bethesetof indices, ,

andJ bethesetof indices,

Definition 17 = is geneatedby a CM M, , F if andonly if
, and( | : M and : )-1

Definition 18 = is realizedby anFSM S, , Q, if andonly

if , Q, and [, A

Theoreml establisheshata compiledFSM canbe directly executedby anagentwith

asinglethread.

Theorem1 An FSM producedoy compilinga CM is deterministic.

Proof. Let M, , F beaCM compiledinto S, , Q, andlet
and be two transitionsof . From Restriction2, we
know and , thatis, . Then,by Definition 10, .1

Theorem2 establisheshe soundnessf our compilationmethod. Effectively, it states
thatthe compiledFSM won'’t producea computatiorthatwasnot allowed by the original

CM.

Theorem2 Let M, ,F becompiledinto S , Q, . Thenarny compu-
tationrealizedby is generatedby

Proof. Let = be a computationgeneratedby . SinceS = M,
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( l, M), and F by compilationof into . Considerthe th transition

in -, . Thisimplies, and N

Interestingly with the generaldefinition of a CM, our compilationis not complete.
For one,a computatiorthatis generatedy a CM may begin from ary arbitrarymeaning.
Also, theremaybe no transitionsn the FSM correspondingo sometransitionin the CM.
Restriction2 forcesthe transitionsto yield a meaningthat carriesmaximalinformation
amonghepossiblemeaningslt mightbethecasehatatransitionemanatingrom asource
stateentailssereralmeaningsnoneof which entailstherest. In this case ho meaninghas
the maximalinformation,andthe transitionis not includedin . In orderto enforcethat
thereis alwaysa meaningwith the mostinformation,we needto ensurethatthe meaning

setM of theCM is closedunderantecedence.

Definition 19 A completeCM is a CM whosemeaningsetM andfinal meaningsetF are

closedunderantecedencd-ormally, M: M: |

Definition 20 A conjunctve CM is a CM whosemeaningsetM is closedunderconjunc-

tion. Formally, ( M: M: |

Lemmal Everyconjunctve CM is completen

The main ideaunderlyinga CM executionis that insteadof specifyingprotocolsin
termsof legal sequencesf actions,a CM specifiegshemin termsof possiblemeaninggo
reach.Thus,two computationsnay follow differentsequencesf actionsbut still achieve

thesamemeaning.

Definition 21 A computation = is semanticallyequivalentto computa-

tion = if andonly if and N |
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Definition 22 A computation = is semanticallysuperiorto computation

= if andonly if ( J: ). 1
Definition 23 A computation is the semanticallystrongest com-
putationon the action sequence if andonly if for all computations =

generatedhy (thatinvolvethegivenactionsequence), is semantically

superiorto .1

Procedurel Let = be a computationgeneratedoy a completeCM
M, ,F .We constructthe computation = in which

and is the strongesstatethatfollows  and . By the definition of complete

CM, we know thatsuchan exists.l

Lemma2 Let M, ,F beacompleteCM andlet = bea

computatiorgeneratedy . ThenProcedurd on Yyieldsacomputation

whichis the semanticallystrongestomputatioron
Proof. In Procedurd aftereachaction atstate , will movetoanew state :
suchthat is thestrongesstate.Sinceeach  isthestrongesstate, isthe

strongestomputatiorfor thegivensequencef actions.a

Definition 24 The computationgvith no consecutiely repeatedtatesarecalledefficient

computationsl
Procedure 2 Let = beacomputatiorgeneratedy CM M, ,F.
We produceghecomputation = thatdoesnothave ary equivalentconsec-

utive states.Thatis, we startby copying  to . Iteratively, we checkwhetherapplying
fromstate movethecomputatiorto aneny meaning . If thatis thecasewe move

both and to . Otherwisewe continuetheiterationwith N |
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Lemma 3 Procedur@ preseressemanticequialenceof computation@ndprovides
efficientcomputation.

Proof. Procedur@ remoresredundantransitionsfrom a computation Any transitionthat
resultsin anew meanings kept. Thus,thesemantieequivalences presered. Since

Procedure removesconsecutiely repeatedtatesthe computationis efficient. m

Lemma4 If the givenasinputto Procedure is semanticallystrongestthe produced

by Procedure is alsosemanticallystrongestn

Lemmab Let M, ,F beacompleteCM compiledinto anFSM
S, ,Q, .Let = beacomputatiorgeneratedby , suchthat
is efficient, semanticallystrongestandbeginsfrom . Then canberealizedby
Proof. By compilation, = . Since s efficient,we know thereareno consecutiely

repeatedstatesthusno transitionwill bedisallovedby Restrictionl. Also, since is
semanticallystrongesteachstatein  will bethestrongespossiblestate.Recallthat
Restriction2 enforceghis requiremenbn transitionsof FSMs. SinceRestrictionl is
never exercisedandRestriction2 doesnot causedeviationfrom theflow of , canbe

realizedby .m

Theorem 3 Let M, , F be a complete CM compiled into an FSM
S , Q, . Thenfor any computationthatis generateddy andbeginsfrom
, thereexistsanefficient, semanticallystrongestomputatiorrealizedby
Proof. Let = beacomputatiorgeneratedty .Let =
bea computatiorproducedoy Procedurd whengiven asinput. By Lemma2, we know
is semanticallystrongest.Now, if we give asinputto Procedure, this yieldsan ef-
ficient (Lemma3) andthe semanticallystrongestomputation(Lemma4), which canbe

realizedby (Lemma5).l
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3.2.2 Configuration

Oneof the main adwantagef specifyinge-commercerotocolsusing CMs is their ease
of configuration By addingnev meaninggo themeaningset,M, andappropriatelyto the
final meaningset,F, the protocolcanbe enhancedo allow morecomputationsSimilarly,
by reducingthe meaningssetM andF the possiblecomputationsanbe restricted. The

following exampledepictshow anexisting CM specificatiorcanbeenhanced.

Figure 3.3 EnhancedCM

Example9 We now reconsidethe shortcoming®f Example2. In orderto remedythese
shortcomingsywe introducetwo new meaningsaccepand(goods promiseReceipt)The
first meaningdenoteshe statethat the customeris acceptingary price, andthe second
meaningdenoteghe statewherethe merchanhasdeliveredthe goodsandwilling to send
thereceiptif the customepays.We now addthesetwo nevw meaninggo the meaningset,
M, andthefinal meaningset,F, of Example7, the previous specificatiorof our protocol.
Figure3.3 shavs the enhanced-SM thatcanbe derived from the CM specificatiorof the

NetBill protocol.
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The merchanttannow startthe protocolby sendinga quoteto a customer
As wasthe casein Example7, by performingthis actionthe merchancreates
ametacommitmenin state3, namelythatheis willing to sendthe goodsand
thereceiptif thecustomeiagreeso pay.

By sendingan acceptmessageavithout prior corversationaboutthe quote,
the customercommitsto payingif the merchantmakes an offer. Thus, we
move from a statewhereno commitmentsaremade(statel), to a statewhere
the customelis makingan offer (state9). If the merchantdoesnot make an
offer, thenthe protocolendsat this point. On the otherhand,if the merchant
malkesan offer by sendingthe goods thenboth partieshave to carryout their
commitmentssotheprotocolmovesto stateb.

By sendinghegoodswithoutanexplicit accepmessagdghemerchanmakes
anoffer to sendthereceiptif thecustomeiagreeso pay Thus,we move from
astatewhereno commitmentaremade(statel), to a statewherethemerchant
is makingan offer (state8). If the customeidoesnot accepthe offer, thenthe
protocolendsatthispoint. Corverselyif thecustomerctuallysendsanaccept
messagethen both partiesneedto fulfill their commitmentsso the protocol
movesto stateb.

Comparedo theoriginal versionof theprotocolin Figure2.9,we have introducedwo new
statesstate8 andstate9, for the new addedmeanings.

State8: goods promiseReceipt

State9: accept

In additionto the above stateswe have addednew transitionsfrom statel to states3, 8,
and9; from state? to states8 and9; from state8 to state6 andfrom state9 to state5. The

new transitionsareshavn with dashedinesin Figure3.3.1
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3.3 Reasoningwith CMs

Althoughtheformal description®of CMs andFSMsarequitedifferentfrom eachother we
canusethesamepictorialrepresentatiofor both. Thus,we usethegraphicakepresentation
in Figure2.9to reasoraboutthe CM specification.

We now addressomeof theinadequaciesf thetraditionalapproacheandshov how

our approacthandleghesesituationsf usedatruntime.

3.3.1 Opportunism

Dependingon the circumstancesa participantmay chooseto starta protocol from the
middleto take advantageof anopportunity An opportunityin this contect correspondso
acommitment-basenheaningof a statethatprovidessomecornvenienceo the participant.
By startinga protocolin this fashion the agentacceptshe commitmentghatarein force
in thatparticularstate.Similarly, during the executionof a protocolanagentmaybe able

to jump acrossseveralstepsatonce.

3.3.2 Negotiation

During theexecutionof a protocol,exceptionscanarisebecause participantcannoftfulfill
his commitmenfor whaterer reasonlt is oftennotfeasibleandsometimesmpossibleto
predicttheseexceptionseforethey arise.Agentsthatareparticipatingn aprotocolshould
be ableto handlesuchexceptionssuccessfully

If an agentcan not carry out one of its commitments then the participantsneedto
negotiateandcometo a newv agreement.This may resultin the endingconditionsof the
protocolto be changedforcing theagentgdo endaprotocolat a differentendingstatethan

initially identified.
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3.3.3 Composition

Protocolsmaybe combinednto largerprotocols,aslong asoneprotocolyieldsa commit-
mentstatethat anotherprotocolcanaccommodateln Sectionl.2, we abstracteut the
bankingprocedurego simplify the NetBill protocol,althoughthereis a corventionused
betweerthe merchaneandthe bankto dealwith the EPOprocessingThe participantof a
protocolshouldbeableto participaten sideprotocols providedthatthey canreturnto the

pointwherethey left off in themainprotocol.

Example 10 If we considerthe bankingoperationsasa separatgrotocol,we canseethat
the bankingprotocolmay be combinedwith our protocolthroughstate6. Recallthat at
state6, the customeihasdischagedhis commitmentbof sendingan EPO,but the merchant
still hasto sendthe receipt. The merchantat this statecan participatein a side protocol
with a bankto verify that the EPO hasactually cleared. After taking partin this side
protocol,the merchantill comebackto state6 to sendthereceiptto the customer Since
the commitmentsf the mainprotocolarepreseredin the sideprotocol,the composition

of thetwo protocolsyieldsavalid protocol.l

3.3.4 Factoring and Regrouping

A protocolcanbe thoughtof a compositionof several subprotocolghatarecombinedas
describedn thelastsubsectionA subprotocotanbe substitutedor anothersubprotocol
if the substitutedsubprotocolcan provide the samecontentas the replacedsubprotocol,
thatis, if the samecommitmentsarein force at the startand at the endasin the origi-

nal subprotocol.The factoringof protocolsprovidesa naturalmeango practicedifferent

subprotocoldgor differentoperationsn a protocol.
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Example 11 If wethink aboutthe stepsof request-quote-accegsa subprotocolywe may
be ableto usea moresophisticatechegotiationprotocolasa subprotocol As long asboth
subprotocolprovidethesamecommitmentsvith respecto thevalidity of thequotedprice,

thefactoringcanbecarriedout. I

A protocolspecificatiorthatallows theabove characteristiceandrasticallyimprove the
flexibility andthusthe performancef the protocols.At thispoint,it is importantto restate
what we meanby flexibility. Although we want the agentsto practicea flexible proto-
col, we still wantto presere an orderingthatwill allow only meaningfulconversations.
For example,a merchanshouldnot senda quoteafter sendingthe goods,or the customer
shouldnot startthe corversationby sendingan EPO.More importantly flexibility canbe
introducedonly to the point wherethe intendedmeaningsf the actionsare not violated.
Theinteractionsamongthe partiescanbe givena meaningoasedn their commitmentgo
eachother Whenwe allow moreflexible interactionswe needto ensurethatthe original
commitmentsarein force or thatthey are alteredby mutual agreement.The execution
of a protocolis thenminimally constrainednly to satisfythosemetacommitmentsThis
is a major advantageover low-level representationsyhich requirespecificexecutionse-
guencesndprovide no basisfor decidingonthecorrectstateindependendf the execution

sequence.
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Chapter 4

Commitmentsin Event Calculus

Theeventcalculusprovidesa naturalway to reasoraboutcommitmentsCommitmentsas
emphasizethefore resultfrom communicatre actions.Theeventcalculusis basedn the
ideaof eventsinitiating andterminatingpropertiesn theworld. Thus,if werepresentom-
mitmentsaspropertiesthe eventcalculusprovidesafoundationfor modelingthe creation
andmanipulationof commitmentsasa resultof performingactions.Further by allowing
preconditiongo be associateavith the initiation andterminationof properties different
commitmentscan be associatedvith communicatre actsto modelthe communications

amongagentsmoreconcretely

4.1 RepresentingCommitmentsin Event Calculus

The main differencebetweenan obligationand a commitmentis that commitmentsare
moreflexible. Unlike anobligation,a commitmentmay be resoled even without bring-
ing aboutthe actioncommittedto. In whatfollows, we presenta formal accountof the

operationghatcanbe performedo createandmanipulatecommitments.
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Commitmentsanberepresenteth simpleeventcalculus(SEC)asafluent. Theoper
ationson commitmentghatweredefinedconceptuallyn Section2.1 canbeformalizedin

SECasfollows:

1. Create(x,c) establishethecommitment .

Create(x,C(x,y,G,p)): e Happens( ) Initiates( )

2. Discharge(x,c) resolesthecommitment .

Discharge(x,C(x,y, G,p)): e Happens( ) Initiates( )

3. Cancel(x,c) cancelghecommitment .

Cancel(xC(x,y, G,p)): e Happens( ) Terminates( )

4. Release(Gg) or Release()c) releaseshe debtorfrom thecommitment .

Release(yC(x,y, G,p)): e Happens( ) Terminates( )

5. Assign(y z, ¢) eliminatesthe commitment , and createsa nev commitment for
which is appointedasthe new creditor
Assign(y C(x, v, G, p)) : e Happens( ) Terminates( )

Initiates( )

6. Delegate(x,z, ¢) eliminatesthe commitment , andcreatesa nev commitment in
whichtherole of thedebtoris transferredo .
Delggate(x,C(x, y, G, p)) : e Happens( ) Terminates( )

Initiates( )

Thesesix operationsareusedin creatingand manipulatingcommitments.Recallthat
in Section3.1we describedur reasoningulesinformally. Thefollowing threepostulates

formalizethosereasoningules.
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Postulatel formalizesReasonindRule 1, thatis, acommitmenis no longerin forceif

the conditioncommittedto holds.

Postulate1l Terminates( ) HoldsAt( ) Happens( )
Initiates( )1
For the condition to hold, an event mustoccurto initiate it. In Postulatel, when
the event occursat time , it initiates the property , and thereforethe commitment
canbeterminated.
In orderto represenmetacommitments SEC,we introduceafluentmeta(p,q) where

may referto othercommitments.Recallthatin Chapter3, we introducedthe strict im-

plicationamongmeaningq ). We usethe fluent meta(p,q) for the samepurpose.
Thus,theinterpretationof meta(p,q) is the sameasthe interpretatiorof ( ), in that
it requires to holdwhen holdsandthe fluentitself to be if is . Usingthis

fluent,we represena metacommitmenin SECby C(x, y, G, meta(p,q)) meaninghatthe
debtorof becomegommittedto bringabout when istrue.

Postulate? and3 represenReasonindgrules2 and3, respectiely.

Postulate?2 Initiates( ) Terminates( )
HoldsAt( ) Happens( ) Initiates( )1

Recallthatin Reasonindrule 2, when becomedrue,thenthe original metacommit-
mentcease$o exist but a new base-lgel commitmentis createdsincethedebtor is now
committedto bringabout . In Postulate, whentheevent occursit initiates , whichre-

sultsin theterminationof theoriginal metacommitmeng&ndtheinitiation of

Postulate3 Terminates( ) HoldsAt( )

Happens( ) Initiates( )N
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Postulated follows ReasonindRule 3. Thus,whenanevent thatcaninitiate occurs,

startsto hold andthe original metacommitmenis terminated.Sincethe creditor has
not committedto anything, no additionalcommitmentsarecreated.

Having representedur reasoningnechanisnaboutcommitmentsye now look atrep-

resentatiorof protocolsin SEC.

4.2 RepresentingProtocolsin Event Calculus

To represené protocolin SEC,we needto representheflow of executionwithin the pro-
tocol. In SEC,two predicatesareusedto specifyhow the executioncanevolve: Initiates
and T Terminatesin additionto definingwhichfluentsthey initiateor terminatetherequired
preconditiondor activatingthesepredicatesanbe specified.Thereforethe possibletran-

sitionsin aprotocolcanbe specifiedn termsof a setof Initiatesand Terminateglauses.

Definition 25 A protocol descriptionis a setof Initiatesand Terminateglauseghat de-
fine the preconditionsunderwhich propertiespertainingto the protocolareinitiated and

terminatedl

Givena protocoldescriptionacomputatiorthatis generatedby executingthe protocol
constitutesa protocolrun. In SEC,ary computationis a resultof executionof eventsat

differenttimepoints.

Definition 26 A protocolrun is a setof Happengpredicatesalongwith anorderingof the

timepointsreferredto in thepredicatesl

Definition 27 A protocolrunis completdf all the base-lgel commitmentghathave been

createdareresoledasformalizedby Postulatet. I
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Postulate4 Happens( ) Terminates( )
HoldsAt( )

If aprotocolrunis notcompletethatis, if thereis anopenbase-lgel commitmentfter
the executionof the protocol,we know thata participanthasnot fulfilled its commitment.
This signalsaviolation of the protocol. Althoughwe don't investigateheissueof protocol
complianceby agentdn this work, incompleteprotocolrunsprovide evidenceto identify
non-compliantigents.

To continueour treatmenbdf the NetBill protocol,wefirst definethefluentsusedin that

protocolandthenprovide the protocoldescription.

Example 12 The actions(messagesdf Figure 2.9 canbe given a contentbasedon the
following definitions.
Rolesand context:
MR representthe merchant.
CTrepresentthe customer
NB representshe context groupfor the NetBill protocol.
Domain-specificfluents:
request(): afluentmeaninghatthe customehasrequeste@quote
for item .

goods(): afluentmeaninghatthemerchanhasdeliveredthegoods

pay( ). afluentmeaninghatthecustomehaspaidtheagreedipon
amount

receipt(). afluentmeaningthatthe merchanhasdeliveredthere-
ceiptfor item .

Metacommitments:
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accept( ). anabbreiation for C(CT, MR, NB, meta(goods],
pay())) meaningthatthe customeris willing to payif hereceves
thegoods.

promiseGoods( ). an abbreiation for C(MR, CT, NB,
meta(accept( ), goods())) meaningthat the merchantis will-
ing to sendthe goodsif the customerpromisesto pay the agreed
amount.

promiseReceipt( ). an abbreiation for C(MR, CT, NB,
meta(pay( ), receipt())) meaningthat the merchants willing to
sendthereceiptif the customeipaystheagreed-upoamount.
offer( ): an abbreiation for (promiseGoods( )

promiseReceipt( ))

Definition of Initiatesin the NetBill Protocol:
Initiates(sendRequesl(request(), )
Initiates(sendQuote( ), promiseGoods( ), )
Initiates(sendQuote( ), promiseReceipt( ), )
Initiates(sendAccept( ), accept( ), )
Initiates(sendGoods( ), goods(), )
Initiates(sendGoods( ), promiseReceipt( ), )

holdsAt(promiseReceipt( ), )
Initiates(sendEPO( ), pay( ), ) HoldsAt(goods(), )
Initiates(sendReceipt( ), receipt(), )  HoldsAt(pay( ), )
Definition of terminates

TerminategsendQuote( ), request()  HoldsAt(request|, )
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Having providedthe protocoldescriptionwe now look atanexampleprotocolrun.

Example 13 The protocolrun shovn in Figure 1.4 can be formalizedby the following

facts:
F1. Happens(sendGoods( ), )
F2. Happens(sendEPO(, )
F3. Happens(sendReceigt( )
F4.
F5.

Now we look at how the commitmentsaamongthe participantsevolve in the givenpro-

tocolrun.

1. HoldsAtC(MR, CT, NB, meta(pay( ), receipt())), ) HoldsAt(goods(), )
Whenthe goodsare sentat time , the fluent goods() is initiated. Furthermore,
following the protocoldefinitionin Examplel2, the metacommitmenC(MR, CT,
NB, meta(pay( ), receipt()) is created Sonow, thegoodshave beendelivered,and

themerchants willing to sendthereceiptif thecustomeipays.

2. HoldsAtC(MR, CT, NB, receipt()), ) HoldsAt(goods(), ) HoldsAt(pay(),

)
By sendingthe EPOattime , the customernitiatesthe fluentpay( ). By Postu-

late 2, this endsthe metacommitmeri—s| C(MR, CT, NB, meta(pay( ), receipt())
andcreateghe commitmentC(MR, CT, NB, receipt(). Sinceno eventoccurredto

terminategoods() it continuego hold.
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3. HoldsAt(goods(), ) HoldsAt(pay(), ) HoldsAt(receipt(), )
At time thethird factis applicablewhichinitiatesthefluent receipt(). Following
Postulatel, this terminategshe commitmentC(MR, CT, NB, receipt()). Thus,we
reachthe statewherethe merchanthasdeliveredthe goodsandthe receipt,andthe

customeihaspaid.

4.3 Planning

Plannings theconstructiorof plansfor automaticor semiautomatiexecutionby anagent.
We considerplansthat would lead from an initial stateto a final state. In planning,the
operatoraredefinedto allow transitionsbetweerstates Traditionally statesaredescribed
aslists of fluents,eachinterpretedasholdingin the givenstate.Operatorsarespecifiedn
a fashionwherethe preconditionfor an operatorto be appliedandthe effect of applying
the operatorare defined. The effect of an operatorcan be capturedthroughthe addition
andremoval of fluentsfrom therepresentationf the sourcestatein which the operatoris
applied;thisis thewell-known STRIPSapproach.

Planningis carriedout by eitherprogressioror regressiorplanners.Progressiomlan-
nersstartwith theinitial stateandapplyall possibleoperatorsintil thegoalstateis reached;
suchplannerssuffer from high branchingfactor Regressiorplannerspon the otherhand,
startwith thegoalstateandsearctbackwardsto getto theinitial statefRussellandNorvig,

1995].
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4.3.1 Planningin Event Calculus

In the eventcalculus,theinitial statesarerepresentety conjunctve expressiongonsist-
ing of Initially and Initially clausego representvhich fluentshold or do not hold at
the beginning. The goal stateis representedby conjunctve HoldsAtclauses.Operators
arethe eventsin the domain. The domaindefinition containing/nitiatesand Terminates
clausesaturally specifieshe preconditionsandeffects of the actions. Having the initial
statesthe goalstatesandthe domaindescriptionaneventcalculusplannercangeneratea
narratve that containsHappenslausesandan orderingof time pointsof the eventsthat
occur[Shanahan?2000].

Theform of logicalreasoninghatis commonlyusedn building eventcalculusplanners
is abduction. Abduction, unlike deduction,is basedon an applicationof implicationsin
reverse.ln otherwords,giventwo well-formedformulae, and , canbeassumed
via abductionaslong asit is consistentwith the restof the knowledgebase[Rich and
Knight, 1991]. Onesuchabductve eventcalculusplanneris dueto Shanahafi2000]; we
useit hereto demonstratéow a protocolcanbe definedbasedon the preconditionsand
theeffectsof actions,andhow possiblepathscanbe generatedbetweeraninitial stateand

agoalstate.

4.3.2 Generating Paths

Given a protocol description,planningcan be usedto generateall possibleruns of the
protocol. We now presenta sampleSEC programthat canbe successfullyinterpretedoy
Shanahais’'SECplanner

Figure 4.1 givesthe clausesto setup the initial stateof the protocol. As we have
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explainedin Section2.2,theinitial stateis representedith Initially andInitially predi-
catesto denotethe positve andnegative fluents,respectrely. In the plannerthough,only
onepredicate/nitially, hasbeenimplementedIn orderto indicatenegative fluents,a new

predicateneg hasbeenintroduced.

axion(initially(neg(goods(l, D)),
axion(initially(neg(pay(M D))),[]
axion(initially(neg(receipt(l, D))
axion(initially(neg(c(receipt(l, D
axion(initially(neg(c(goods(1))))
axionm(initially(neg(c(pay(M D)))
axionm(initially(neg(accept(l, M D)
axion(initially(neg(request(l, D)
axion(initially(neg(offer(l, M

axion(initially(neg(prom sereceipt

"M D)).0]).
Figure 4.1 Descriptionof aninitial state

Figure4.2 specifieghefirst partof the protocoldescriptiorthatis, the Initiatesclauses.
The first agumentto the axiomsis the Initiates clause,and the secondargumentis the
setof preconditionsieededor the Initiatesclauseto be applicable.Thefluentsusedhere
arethe sameasthe onesusedin Examplel2, exceptherewe adda transactioridentifier
to eachfluentasthe lastagument. This identifier is usedto ensurethat the participants
by bringingaboutpropertiesresolve commitmentswith the correspondingransactionds.
Thereasoningulesexplainedbeforearemanuallycompiledhere.

Figure4.3 specifieshe secondpartof the protocoldescriptionthatis, the Terminates
clausesAgain,theaxiomshave the sameformatasin Figure4.2,wherethefirst agument
is the Terminateglauseandthe secondarguments the setof preconditions.

Figure4.4simply givesthe setof actionsin the programthroughthe clauseexecutable

Whenthe clausesof Figures4.1,4.2,4.3,and4.4 areappendedthey form a complete

SECprogram.We invoke the plannerandthis programfrom a Prologinterpreter In order
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axionm(initiates(sendrequest(l, D), request(l, D), T),
[ hol ds_at (neg(goods(l, D)), T),
hol ds_at (neg(request(l, D)), T]).
axion(initiates(sendquote(l, M D),offer(l, M D,T),
[ hol ds_at (neg(goods(l, D)), T),
hol ds_at (neg(offer(l, M D)), T),
hol ds_at (neg(accept (I, M D)), T1]).
axi on(initiates(sendgoods(l, M D), goods(l, D), T),
[holds_at(c(goods(l, D)), T),
hol ds_at (neg(goods(l, D)), T)]).
axi on(initiates(sendgoods(l, M D),c(pay(M D)), T),
[ hol ds_at (accept (I, M D), T),
hol ds_at (neg(goods(l, D)), T]).
axi on(initiates(sendgoods(l, M D), c(pay(M D)), T),
[ holds_at (c(goods(l, D)), T),
hol ds_at (neg(goods(l, D)), T)]).
axi onm(initiates(sendgoods(!l, M D), goods(l, D),T),
[hol ds_at (accept (I, M D, T,
hol ds_at (neg(goods(l, D)), T]).
axi on(initiates(sendgoods(l, M D),goods(l, D),T),
[holds_at (offer(l, M D), T),
hol ds_at (neg(goods(l, D)), T)]).
axi on(initiates(sendgoods(l, M D),goods(l, D),T),
[ hol ds_at (neg(goods(l, D)), T]).
axi on(initiates(sendgoods(l, M D),
prom sereceipt(l, M D), T),
[ hol ds_at (neg(goods(l, D)), T)]).
axionm(initiates(sendepo(M D),pay(M D),T),

[ hol ds_at (goods(l, D)y, T), holds_at(neg(pay(M D)),

axion(initiates(sendepo(M D), c(receipt(l, D)), T),
[ hol ds_at (promi sereceipt(l, M D), T),
hol ds_at (neg(pay(M D)), T)1]).
axion(initiates(sendaccept(l, M D),c(goods(l, D)),T),
[holds_at(offer(l, M D), T)]).
axion(initiates(sendaccept(l, M D),
prom sereceipt(l, M D, T),
[holds_at(offer(l, M D), T)]).
axion(initiates(sendaccept(l, M D),accept(l, M D), T),
[hol ds_at (neg(offer(l, M D)), T]).
axion(initiates(sendreceipt(l, D),receipt(l, D,T),
[hol ds_at (pay(M D), T]).

Figure 4.2 Descriptionof Initiatesclauses
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axi on{term nat es(sendgoods(l, M D), c(goods(l, D)), T,
[holds_at(c(goods(l, D)), T1).

axi on(term nat es(sendepo(M D), c(pay(M D)), T),
[holds_at (c(pay(M D)), T]).

axi on(term nates(sendreceipt(l, D),c(receipt(l, D), T,
[holds_at(c(receipt(l, D), T]).

axi on{term nat es(sendepo(M D), promi sereceipt(l, M D, T,
[ hol ds_at (promi sereceipt(l, M D), T]).

axi on(term nat es(sendquote(l, M D),request(l, D), T),[]).

axi on(term nat es(sendgoods(l, M D), accept(l, M D), T),
[holds_at (accept (I, M D, T]).

axi on{term nat es(sendaccept(l, M D), offer(l, M D),T),
[holds_at(offer(l, M D), T)]).

Figure 4.3 Descriptionof Terminateglauses

abduci bl e( dunmy) .

execut abl e(sendrequest(l, D).
execut abl e(sendquote(l, M D)).
execut abl e(sendgoods(l, M D)).
execut abl e(sendaccept (I, M D)).
execut abl e(sendepo(M D)).
execut abl e(sendreceipt(l, D).

Figure 4.4: Descriptionof executablesvents
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to interpretthecode ,we provide thedescriptiorof thefinal state;Figure4.5shavs suchan
example.Thefinal statedepictedn Figure4.5 meanghatgoods(software)have beensent
with transactiondentifier . Thisyieldstheresultshovn in Figure4.6,whereeachR is
a possibleprotocolrun startingfrom theinitial statedepictedin Figure4.2,andendingin
thefinal statedepictedn Figure4.5.

abdeno([ hol ds_at (goods(software, 51),t),
hol ds_at (c(pay(price, 51)),t)],R).

Figure 4.5 Descriptionof afinal state

As describedefore,eachprotocolrun consistof Happenslausesandanorderingof
time points. The lastargumentin eachHappenglausedenotesa timepointat which the
eventhappensTheorderingof thesetime pointsarethenshowvn with the beforeclauses.
R =[ [ happens(sendquot e( sof t war e, H816, 51),t191),

happens(sendaccept (sof t ware, H316, 51),t 190),
happens(sendgoods( sof t war e, H601, 51),t 189)],
[before(t191,t), before(t191,t189), before(t191,t190),
before(t190,t), before(t190,t189), before(t189,t)]]
R = [[ happens(sendaccept (sof t war e, H601, 51),1193),

happens(sendgoods(sof t war e, H601, 51),t192)],
[before(t193,t), before(t193,t192, before(t192,1t)]]

Figure 4.6. Protocolruns
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Chapter 5

Conclusions

Given the open,dynamicnatureof e-commerceemplgying an agent-basedpproacho
modelandenacthetradingis natural.Agentscanprovide theautonomyandheterogeneity
requiredfrom participantan e-commerceettings.However, in orderto fully exploit their
capabilitiesagentshouldbe providedwith a communicatiorframenork thatallows them
to interactflexibly. Thus,protocolsthey follow shouldbe flexible enoughto accommodate
thevaryinginteractionghatcantake placeamongagents.

Traditionally, communicatiorprotocolsarespecifiedby definingthe allowedordersin
whichcommunicatre actsmaytake place but nomore. Thisholdsfor protocolformalisms
suchasFSMs,formalgrammarsPetriNets,andsoon. Someof theseformalismsarequite
powerful, but they areusedonly to specifyallowedactions.Theactionsarejustlabels,and
thestatesif explicit, do not capturethe conceptuameaningof a protocol.

This researctproposesa novel formalism,the CFSM, to specifyandexecutethe pro-
tocolsusedin e-commerce CFSMsprovide flexibility by capturingthe semanticcontent
of the actionsin a protocol,ratherthancapturingonly their sequencing.The meaningof
actionsandstatesarerepresentedia socialcommitments.By specifyingcommunication

protocolsusingcommitmentsyve cananalyzetheinteractionsamongparticipantghrough
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the intrinsic meaningof thoseinteractions.By walking throughan example,we shoved
how we candefinea CFSM specificationandhow we canreasoraboutthe protocolsand
enhancghemto achieve flexible execution. We also shaved how this specificationcan
be appliedat run time or compiletime, dependingon the computationabordersor agent
architectures.

In adoptingthe language-as-actioperspectie, we canleveragethe event calculusto
reasoraboutactionsandcommitmentsTheeventcalculusprovidesanelegantwayto rep-
resenthe changeof theworld throughthe actionsin a protocol. Usingthe eventcalculus,
we have shovn how commitmentsandthe operationdo createand manipulatethemcan
be formalized. Further we have formalizedthe reasoningulesassociateavith commit-
ments.Basedon this formal grounding.e-commercgrotocolscanbe specifiedrigorously

yetflexibly.

5.1 Literatur e

Thereis a substantiabody of literatureon agentcommunicatiolanguageg¢ACLs) and
their semanticsThe Foundatiorfor IntelligentPhysicalAgents(FIPA) hasbeenstandard-
izing anACL alongwith aformalsemantic®asednalogic of beliefsandintentions.FIPA
alsoincludesinteractionprotocols,which are characterizegburely operationally Labrou
andFinin [1998] describea grammarfor constructingconversationor protocols. Thisis
a formal grammarbut it only describeghe sequencingf tokens. LabrouandFinin also
give abeliefandintentionbasedsemanticgor KnowledgeQueryManipulationLanguage
(KQML). Thereis thusa major disconnecbetweenthe FIPA ACL semanticsand proto-
col operationalizationandLabrouandFinin’s ACL semanticandprotocolexecution.By

contrastjn ourapproactihesemanticgivento themessages directly operationalizedin
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our approachthetokensarechoserfor eachprotocol. We don't attemptto give a seman-
tics for tokenslik e inform thatcanapplyin all possibleprotocols. More recently Moore
[2000]hasdevelopedan ACL, FLBC, for businessommunicatiorthatattemptdo remedy
the potentialproblemswith KQML, but FLBC hasnotbeenappliedaswidely asKQML.

Commitmentshave beenstudiedbefore[Castelfranchi1995,Gasser1998], but were
not usedfor protocol specificationas we have donehere. Verharen[1997] developsa
contractspecificationlanguage ColLa, to specify transactionsand contracts. Verharers
approachoenefitsfrom commitmentdn expressingactions,but it treatscommitmentsas
obligations,anddoesnot allow manipulationof commitmentsasin our approachFurthey
Verhareronly considerdase-lgel commitmentswithout capturingconditionalcommit-
mentsaswe have donethroughmetacommitments.

Barluceanuand Fox [1995] develop a language COOL, for describingcoordination
amongagents.Their approachs basedon modellingcorversationghroughFSMs,where
the statesdenotethe possiblestatesa corversationcanbein, andthe transitionsrepresent
the flow of the corversationthroughmessagexchange. They try to handleexceptions
througherror recoveryrules They allow interruptionof conversations whichis similar to
our definitionof compositiorof protocols.They give contentto messagebasedn speech
acts,but they only allow pre-definedransitionsdisalloning dynamictransitionshasedn
themeaningof messages.

Dignum andvan Linder [1997] proposea framework for socialagentsbasedon dy-
namiclogic, in which they distinguishmessagebasedon speechacts. In additionto em-
ploying commitmentsthey usedirectionsanddeclamationsto denotethe semanticcontent
of messaged-urthermorethey employ anauthorityrelationbetweenagentso decideon
the succes®f directionsanddeclarationsln our work, we assumegbeerto-peerinterac-

tions,in thatwe donotconsideitheinteractiondbasedn differentauthorityamongagents.
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But it would be a simple matterto handlevariousauthorityrelations,e.g.,to requirethat
requestgrom oneagentarealwayshonoredoy the other

Enablingflexible communicatioramongagentss a two-prongedssue. In onedirec-
tion, the protocolsusedshouldbe flexible enoughto accommodatéhe dynamicnatureof
interactions. This is what we have tried to developin this research.The otherdirection
is to develop agentarchitectureshatcanbenefitfrom the flexibility of suchprotocols.In
this direction,Haddadi[1998] developsa formal semanticdasedon beliefs,desiresand
intentionsof agents.Shedescribegshe means-endseasoningprocessof agentsthrough
theconceptof chance choiceandcommitmentHer descriptiorof chanceis similarto our
descriptionof opportunity but her treatmentof commitmentsvariesfrom our treatment,
in thatshefocuseson formationof commitmentsvhereasve dealwith the utilization of
commitments.

Eventcalculushasbeentheoreticallystudiedbut hasnot beenusedfor modellingcom-
mitmentsandcommunicatiorprotocolsaswe have donehere.Shanahafl 996] usesevent
calculusin roboticsfor coordinatingrobotactions.We wereableto adaptShanahais'plan-
nerto applyto reasoningaboutcommitmentsCenesatoet al. [1997] studyeventcalculus

theoryandhave developedmodalvariantsof the calculus.

5.2 FutureDirections

Theapproactwe develophereis basedn thewidely-usedinite statemachineformalism.
It would be worthwhile to incorporatecommitmentdnto otherformalisms,suchasPetri
Nets,to evaluatehow muchtheseformalismswould benefitfrom commitments.

In our currentapproachthe commitmentshatareassociateavith actionsarespecified
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manually Anotherdirectionwould be attemptingto automatethe definitionsof commit-
mentsin agivenprotocol.

Althoughwe believein theimportanceof context groupin commitmentsthis studyhas
notinvestigatechow commitmentsvould be modifiedbasedn varyingcontext group. Yet
anothedirectionwould beextendingthereasoninguleswe have developedhere to handle
thetransformatiorof commitmentsasthe context groupchangesTheseareall interesting

topics,whichwe deferto futureresearch.
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